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- CCNA: Cisco Certified Network Associate Study Guide,
Deluxe Edition by Todd Lammle, December 2001, Sybex;
ISBN: 0782140483 &l

- CCNA: Exam Notes: Cisco certified Network Associate,
Exam 640-507 by Todd Lammle, Sean Odom, Sybex;
December 2000, ISBN: 0782126480

- CNAP: First Semester Companion Guide, Cisco
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- Introduction to the Internet, 3™ edition by Scott D. James,
Prentice Hall College Div; August 2, 2000, ISBN: 0130313556
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Examine Router Elements (RAM, ROM,
CDP, show).

Describe connection-oriented network
service and connectionless network
service.

Define flow control and describe the
three basic methods used in networking.

Identify the function of the TCP/IP
transport-layer protocol.

Manage configuration files from the
privileged exec. mode.

Identify the functions performed by
ICMP.

Control router password, identification,
and banner.

Check the initial configuration using the
initial command.

Log in to a router using both user and
privileged mode.

Use the command history and the editing
feature.

List the commands to load software from
flash memory, a TFTP server, or ROM.

Prepare to backup, upgrade, and load a
backup software image.

Identify the parts in specific protocol
address example.

List problems that each router type
encounter when dealing with topology
changes, and describe techniques to
reduce the number of these problems.
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- | Configure IP addresses.

- | Prepare the initial configuration

Verify IP Addresses.

of the router and enable IP.
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F6,F8
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Add the RIP routing protocol to
the configuration.

Add the IGRP routing protocol to
the configuration.

Configure standard access list to
figure IP traffic.

Monitor and verify selected
access list operation on the
router.

Configure extended access list to
filter IP traffic.
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Becoming familiar with a router. Y
Understanding the router user \
interface.
Understand the router show \
command.
Understand the router setup \
command.
1115,_A73 ] e debal] eyl Enderstanfi the router config \
C3.4 sl Cypefrtermmal:[ - :
) e e e . onfigure router software
(]::)82_130 otlter ﬁ:ﬁ Performing router password \
F6,F8 recovery.
Understanding Show ARP & Y
clear ARP.
Configuring IP addresses and Y
subnets.
Configure static routers. Y
Troubleshoot problems in the \
router.
- CCNA: Cisco Certified Network Associate Study Guide,
Deluxe Edition by Todd Lammle, December 2001, Sybex;
ISBN: 0782140483
- CCNA: Exam Notes: Cisco certified Network Associate, R

Exam 640-507 by Todd Lammle, Sean Odom, Sybex;
December 2000, ISBN: 0782126480
- CNAP: Second Semester Companion Guide, Cisco
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LAN Wiring, by James Trulove, 2" Edition McGrow-Hill
Professional Publishing; August 14, 2000, ISBN: 0071357769
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Describe the advantages of LAN
segmentation.

Segment LAN using bridges.

Segment LAN using router.

Segment LAN using switches.

Describe two switching methods.

Understand full and half duplex
Ethernet operation.
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Describe network congestion
problem in Ethernet networks.

Understand the features of fast
Ethernet.

Understand the deference
between cut-through and store-
and-forward LAN switching.

Understand the Spanning Tree
Protocol and its benefit.

Understand Virtual LANSs.

Understanding Access control
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Installing or upgrading to windows 2000

Configuring the Windows 2000 environment

Connecting windows 2000 based client to network

Creating and managing user accounts

Managing access to resources by using groups

Managing data by using NTFS

Providing network access to file resources

Monitoring and optimizing performance in Windows 2000

Implementing security in Windows 2000

Configuring printing

Configuring Windows 2000 for mobile computing

Configuring and managing disks

Implementing Disaster protection

Installing and configuring terminal services

Implementing windows 2000 clients
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Implementing Windows 2000 based server
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Managing Cisco Network Security, by Mike Wenstrom, Cisco
Press, January 15, 2001, ISBN: 1578701031

Essential Checkpoints Firewall-1: An Installation, Configuration,
and Troubleshooting Guide, by Dameon D. Welch-Abernathy,
January 15, 2002, Addison-Wesley Pub. Co.; ISBN: 0201699508
Hacking Exposed, by Joel Scambray, Stuart McClure, George
Kurtz, McGraw-Hill Proffesional Pub.; October 11, 2000,
ISBN:0072127481.
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September 25, 2001, ISBN: 0789725576
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